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CYBERSECURITY AWARENESS
STEVE MUSTARD, MCGA BOARD MEMBER AND FORMER ISA PRESIDENT



WHY ARE WE HERE?



VULNERABILITIES
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POTENTIAL THREAT SOURCES



SOCIAL ENGINEERING



WHAT TO LOOK FOR

Are you expecting 
an invoice?

Do not open any 
attachment unless 
you are CERTAIN it 

can be trusted

Check sender 
email address. Do 
you recognize the 

sender?
Just because they 
use your name, 
doesn’t mean it 
can be trusted

Do not reply to the 
sender



PHISHING EXAMPLES



EXAMPLE (NOVEMBER 2021) - FIN7 MALICIOUS USB



TECHNOLOGY IS NOT INFALLIBLE



DEFENSE-IN-DEPTH

Workforce Awareness



WORKING WITH VENDORS

¡ Disgruntled employees with malicious intent
¡ Maroochydore (2000) – disgruntled former contractor stole 

equipment and manipulated pumps remotely to discharge sewage 
into the environment

¡ Pennsylvania (2013-14) – disgruntled former employee 
reprogrammed base stations used in AMR systems for multiple 
water systems

¡ Inadequate training or awareness
¡ Unintentional error (e.g. configuration error)

¡ Lack of awareness (e.g. use of removable media without anti-virus 
check)

¡ Lack of adequate processes or procedures
¡ Unable to restore to working conditions due to lack of backup

¡ Poor account management at vendor exposes organization

¡ No incident response plans in place



• Train everyone in your 
organization regularly 
to look out for social 
engineering attacks

• Test everyone 
regularly

Train

• Understand your risk
• Reduce your risk

Secure

• Create a real incident 
response plan

• Test your plan 
regularly

Prepare

THREE KEY ACTIONS



QUESTION

¡ What is the MOST LIKELY source of a cybersecurity incident in your water system?

1. Terrorist targeting your systems.

2. Organized crime group targeting your systems.

3. Intentional action by employee or contractor.

4. Accidental action by employee or contractor.



INSIDER THREATS
JENNIFER LYN WALKER, DIRECTOR OF INFRASTRUCTURE CYBER DEFENSE AT WATERISAC



INSIDER THREAT

According to the CERT Insider 
Threat Center

An insider threat is the potential for an individual who has 
or had authorized access to an organization’s assets to use 
that access, either maliciously or unintentionally, to act in a 
way that could negatively affect the organization.



INSIDER THREATS

• Intentional/malicious/coerced
• Unintentional/accidental/negligent
• Workplace violence

Types

• Intellectual property theft
• Espionage
• Sabotage
• Fraud

Goals/Outcomes (malicious)



INSIDER THREATS & CULTURE

People problem

Organizational-level threat

Address from recruitment through separation



INSIDER THREAT – RECENT EXAMPLES



TIPS TO TACKLE INSIDER THREATS

• Set expectations through positive culture
• Establish and enforce policies/procedures
• Enforce separation of duties and least privilege account access

Deter

• Involve multiple disciplines within the utility
• Recognize behavioral indicators/stressors
• Apply technical solutions such as auditing/logging/monitoring employee accounts

Detect



PRACTICAL ACTIONS TO MITIGATING INSIDER THREATS

Perform a thorough background investigation for potential employees.

Train all new employees (and trusted partners) in security awareness, including insider threats, before granting access to buildings 
or systems. This should include janitorial and maintenance staff for security situations they may encounter, such as social 
engineering, active shooter, and sensitive documents left out in the open.

Encourage the reporting of and investigate suspicious behavior.

Consider offering an Employee Assistance Program to help staff deal with stress before it results in a negative action against your 
utility.



QUESTION

¡ What types of individuals represent an insider threat to your water or wastewater utility? 
(select all that apply)
¡ Cyber criminals

¡ Contractors/vendors/consultants/integrators

¡ Employees

¡ State-sponsored threat actors

¡ Former employees



PHYSICAL SECURITY
ANDREW HILDICK-SMITH,  ADVISOR AT WATERISAC



PHYSICAL SECURITY OF YOUR COMPUTER SYSTEMS

If an adversary can touch a piece of your IT or OT equipment or 
network, they can own it.

Physical Security Principals

¡ Defense-in-depth

¡ Deter, Detect, Delay, Deny

OT Computer and Network Hub



THINGS TO PHYSICALLY PROTECT

¡ PCs and Servers
¡ USB and network ports
¡ Power and reset switches
¡ Network cables and equipment
¡ 3rd Party communication demarcs
¡ Detailed network and SCADA system 

documentation on paper
¡ Password sticky notes under the keyboard? USB and network ports



PROTECT THE PERIMETER WITH

Standard utility physical security approaches include:

¡ Guards

¡ Fences and Gates
¡ Chains and padlocks

¡ Site lighting
¡ Card access
¡ Intrusion and motion alarms

¡ Video monitoring

Thermal video image



PROTECT EQUIPMENT WITH

Cage protecting telecomm demarc

IT and OT equipment can be protected with:

¡ Locked server rooms with video monitoring
¡ Locked SCADA cabinets with intrusion alarms
¡ Locked computer enclosures
¡ Conduit for network cables
¡ Disable AutoPlay and AutoRun
¡ Software Restriction Policy (block ≠ C:\)
¡ Limiting powershell, cmd and run commands to admin accounts



PHYSICAL SECURITY WEAKNESSES AND THREATS

Check your physical security.   Weaknesses can include:

¡ Weak locks (pick, drill & cut)

¡ Lock bypass

¡ Accessible Request-To-Exit

¡ Door hinge on the outside

Battery powered grinder

Difluoroethane gas

Dead-latch, Schlage



PHYSICAL SECURITY WEAKNESSES AND THREATS, cont.

Weaknesses can also include:

¡ Lever-style door handle

¡ Access-card cloning 
(low frequency proximity card) 

¡ Furtive network access

¡ Exposed network at remote sites

Keyboard emulation tool

Drone

LF prox card duplicator



PHYSICAL SECURITY IMPROVEMENTS

Possible Improvements:

¡ Pick resistant locks

¡ Hardened chains

¡ Tougher padlocks & shrouds

¡ Door hinge jam pins

¡ Astragals and dead-latch engaging

¡ Clone-resistant access cards

¡ Staff training on “Tailgating” & reporting

Access card w/ multiple technologies 

Pick resistant
padlock



Help protect computer assets from unauthorized physical access by:

¡ Keeping doors and panels locked
¡ This may require improved ventilation for people and equipment

¡ Limiting authorized access

¡ Training staff and building up a physical security culture with:
¡ “If You See Something, Say Something”® campaign

¡ “Tailgating” training

¡ Considering a physical penetration test

PHYSICAL SECURITY RECOMMENDATIONS



QUESTION

¡ Does physical security play an important role in cybersecurity?

• Yes
• A little bit
• Not really
• No
• Not sure



RESOURCES



CYBERSECURITY RESOURCES – INSIDER THREAT

¡ CERT National Insider Threat Center, Common Sense Guide to Mitigating Insider Threats, Sixth 
Edition https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644

¡ CISA Insider Risk Mitigation Self-Assessment Tool https://www.cisa.gov/news/2021/09/28/cisa-releases-
new-tool-help-organizations-guard-against-insider-threats

¡ National Insider Threat Task Force (NITTF) https://www.dni.gov/index.php/ncsc-how-we-work/ncsc-
nittf

¡ National Insider Threat Awareness Month (NITAM) – annually in September

¡ Insider Threat Mitigation for U.S. Critical Infrastructure Entities: Guidelines from an Intelligence 
Perspective https://www.dni.gov/files/NCSC/documents/nittf/20210319-Insider-Threat-Mitigation-for-
US-Critical-Infrastru-March-2021updated-5Apr21b.pdf

https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=540644
https://www.cisa.gov/news/2021/09/28/cisa-releases-new-tool-help-organizations-guard-against-insider-threats
https://www.dni.gov/index.php/ncsc-how-we-work/ncsc-nittf
https://www.dni.gov/files/NCSC/documents/nittf/20210319-Insider-Threat-Mitigation-for-US-Critical-Infrastru-March-2021updated-5Apr21b.pdf


CYBERSECURITY RESOURCES – PHYSICAL SECURITY

¡ DHS, If You See Something, Say Something Campaign®, https://www.dhs.gov/see-something-
say-something

¡ Deviant Ollam, “The Search for the Perfect Door”,  
https://www.youtube.com/watch?v=4YYvBLAF4T8
(excellent physical security video that includes water utility examples, 1.2 million views)    

https://www.dhs.gov/see-something-say-something
https://www.youtube.com/watch?v=4YYvBLAF4T8


CYBERSECURITY RESOURCES - GENERAL

¡ WaterISAC membership, https://www.waterisac.org,   ($100/year if <= 3,300 people served.  The 
fee increases with utility size and whether there is both water and wastewater service)

¡ DHS CISA Cyber Hygiene services, https://www.cisa.gov/cyber-hygiene-services
¡ Vulnerability Scanning
¡ Phishing Campaign Assessment

¡ EPA’s Free Cybersecurity Assessment and Technical Assistance, etc. 
https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector
You can register for the free service at, http://www.horsleywitten.com/cybersecurityutilities

https://www.waterisac.org/
https://www.cisa.gov/cyber-hygiene-services
https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector
http://www.horsleywitten.com/cybersecurityutilities


CYBERSECURITY RESOURCES - GENERAL, cont.

¡ NRWA Cybersecurity web page, https://nrwa.org/issues/cybersecurity/

¡ MS-ISAC membership (state, local, tribal, territorial), https://www.cisecurity.org/ms-isac/

¡ DHS CISA Stop Ransomware Site, https://www.cisa.gov/stopransomware

¡ Joint Cybersecurity Advisory “Ongoing Cyber Threats to U.S. Water and Wastewater 
Systems” (CISA, FBI, EPA, NSA),  https://www.cisa.gov/uscert/ncas/alerts/aa21-287a

https://nrwa.org/issues/cybersecurity/
https://www.cisecurity.org/ms-isac/
https://www.cisa.gov/stopransomware
https://www.cisa.gov/uscert/ncas/alerts/aa21-287a


SAVE THE DATE
FUTURE NRWA-WATERISAC WEBINARS

¡ March 17 – Account Protection

• Passwords and Account Management
• Multi-Factor Authentication
• Remote Access

¡ April 14 – Risk Management

• Patching
• Backups
• Incident Management



QUESTIONS

STEVE MUSTARD

smustard@mcgalliance.org

JENNIFER WALKER

walker@waterisac.org

ANDREW HILDICK-SMITH

hildick-smith@waterisac.org



THANK YOU


